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W OPENVPN % 7 i ) W i s 1
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TCP MSS: TCP i 185 K43 BUK /N

TLS MZip#E: TLS CZEAEHZET0 b e 2 AES-128 SHA fil AES-256 SHA
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EEESERE
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B R PRI SR, E B IE R,
fEfe: MR THAIREN, RGES ST EIEBERIER, 2GR iliE &
SCAERs WA, AL REIER.
. ZIhEEH TR —4% IPSEC HH:.

%N IPSEC &R signis IPSEC &

KB FEZAH X IPSEC B S M ThREHEAT KB #E,  H AT SCRFREIE R U 72 7 o T E
B T 2 10 R 55 4 D e S A i 3
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2R [Net-to-NetEHLERAF v |
IPSECTHEE GEpi ORSE

BEEE. ZPHEE VEEREARIEE S

EBEE
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e [ ': EHETFH
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WZETA AT IS
WEFW: IPSec X {Re 1 M & T MHERS, #ilhn: 192.168.7.0/24; SR ALK,
WZETA AT IS
AHENSRRRF: W AR, ATEUN 1P A8 4
TR ENFRRA: WEN RN, e P IS4 .
Bl izAt HAE T EEAN (DPD) MECEE R

¥

amorosm [ :
WEIER (B0 | (RO kb 60 | (B0 4E | hald v

J& Fi DPD &l 2753 FiZahee, fT8EREH;
B TR RO KR UEELEREAGIN (DPD) (R A] [A] b
ABETET (A]: BB EEAGI (DPD) B[] 5
Bl WEEBSIERIE.
BEME: SEHOS T IKE. ESP LUK R B S50 G &

HERES

EABRER Y

IKE i | 3DES Y KEFREH MDS ¥ wEoHtbE [MODP-5192 %
IKE &4 F e El [ Akt

ESPfn# 3DES v espren (M. ~

IKE+ESP: Use only proposed settings.
Ol zmmsses
& iF U BT S5 (PFS)

Megotiate pavload compression

JEREEEE: J5H, Wy DL E 5 — B R I B R, S, KRR X o s PR s
IKE tn%s: IKE BB inas 7 2,

IKE 5e8E: |KE MBI e 58 7 %5

IKE DH /NH: DH A2 ik,

IKE A AH: WE IKE A AN, Hur UM, BRACH 0;

ESP hn#: ESP [fns 7 :;

ESP 5% 1k. ESP 7285 &,

ESP A . W& ESP MAEmEW, Hurbl/he s, Bk 0;
RABEBENR: BT, WP O R B a8, A5 0 35
SARFEHARMBIME: WHEITH, WEH PFS, SUAEH;

INEF R 7T DR 7 Bk B S sl U 5 AIE, B AT e Bt = 80 5 =K
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3.3.45 GRE

GRE (Generic Routing Encapsulation, i ¥ f2%) il X HE b i 28 E il (an
IP 1 IPX) BIERR SCHAT B 4%, 30X Sl 458 2% i SRR SCRE IS 7E 5 — NS 2 P
IP) Fif&%n. GRE RH T Tunnel (F%iE) #K, s& VPN (Virtual Private Network) [#%
ZJEREE ML

GREEEE
GREFE:Z Czz ©zs=s

GRE f#iE: /i 245 H GRE HifE

i e v B

# B

popes 5

2t [ee ]

SHEEWAN TP [120.42.46.98 _

ETR [192.168.5.0/24 |teg: 192, 168, 1.0/24)
TSP [200.200.200.1 |

LS REETP [200.200.200.5 _

TR [255.255.255.0

W TREMEE, HilkZ ] LIEE 12 % GRE %id
RAE: B HAEE I 4ATECE Y GRE Bgi, 15 MIC#R 2481 GRE f%iE
ZFR: BB FREK 30 NERF
Wit: GRE Yk#:0, HAf#A WAN O, LAN O, FlPPP %5 0
XF¥E WAN IP: i A %t55 GRE ¥ WAN [ P #iht:
S FM: GRE Xfimf 1 # IP, fi: 192.168.1.0/24
ST uRBEIE IP: XT3 GRE B%iE IP
ABRFEIE IP: A1 GRE B4l IP ik
A F PR AT R RS
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BEIRIRE: GRE {RIE R R I
EIRERE: GRE {R% A% 7 K
RGN DRI I S
Rii“#E%E GRE BiE"#%#@ W EE GRE K582

GREEEF & |

e Jer Lon Jux Jomome [omim sowwe |Loneums |uw s
1 ff = FPP 120.42.45.98 192,168,5.0/24  200,.200,200.1 200.200,200,5 255.255,255.0 =
3.3.5 &4

3.3.5.1 PG

T Ll Ja B AR B ko ds, R JERRE I Internet 8552, DL FHIEEE 44 Internet
TR, BRI e B X 4 (1 22 A
B K 3 LR
Bh -k IS
SPIRH A B © BR O =zH

75 K S 38 568 ) 24 22 A MR A FDIRAS BRI (SPD X HE N W 2% (s TR A, BEAH A
B ks Ry, FEE M, SR RARM T SPI B ki, 7 fefl I H Al B ok 5% Zh e -
AEEACEE. PHAE WAN iK%

B i 3E =8

[ gy

[ s##8cankies

[ 5338 1ava Applets
[ sti@activex

TEIEACHE: i A wan QB AR S5 2% 1T fE PRI G 1 22 41, 1 38 Proxy BB 44T 26T wan
FRPEARSS a7 0], BT 1% S e HE f3 T Proxy i 3 5% e % DAZE FH % Th fg .

1338 Cookies: Cookies s Web W vk {# 7776 G HL i b8 HE, 4 1EAT Internet 3 5528 HIH)
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I 2> {3 H 21 Cookie. L% it 5 H cookies i gl ik LAAE FHZ DR -
I J€ Java Applets: 1RG4 Java, MIFTRETCVEIT M Java T H4afE ML, HdiiZ
SIRHE S H Java /NP I IR El Sk DLES i DI fE
38 ActiveX: WIRIEZ ActiveX, TUIFRETCIEFT FHE A ActiveX T HAFEMIM L, i
SHIRHE S H ActiveX iy Bl S itk AZE R 1Z D fE .
RELIE WAN %R

H itk BwanOiisk

PR 13 B CIG0EE & & (ping)

SHHEIDENT C #1113 )

Block \Wak SNMP access
FHIER H WAN ORIE 215K (ping): @itk “THIEE 4 Internet™iE K 55 ML THE, 5 H
ZIIRE, N7 A ) 9 28 T8 52 HoAth Internet H 7 (19 Ping BB PRI, 874150 FH 7 58 Jnxfe DA
NN, X —DhReMERVOIRES N E A, B EEH T LLARVFE 4 Internet 153K .
I8 IDENT (35 0 113): 1X — DR AT LA 113 By 1 G T4 18 A . X 4% 22 AR 1) 8 2% 1B AT 4 4
IR A RN 113w AT, Bl ok ZER X —ThRg.
RH1E SNMP Tilal: X —IhRERH LR H 3 1) SNMP &8 K .

SERBEUR, PaRERE, RETTEES, SR BUHSED, BOH .

Impede WAN DoS/Bruteforce

Impede WAN DoS/Bruteforce
[ Limit 55H Access

(] Limit Telnet Access

[ Limit PPTF Server Access

|:| Limit LZTP Server Access

Limit SSH Access: ZIJREFR | 7R BT 38 K SSH V5 3G K, Xf[F—> IP &40 8 i 2
P52 2 > SSH #HEE R .
Limit Telnet Access: ZINREIR S| 7ok B MK Telnet Ui iR, X FE—A P54 8l i
2352 2 ) Telnet EHAH K .
Limit PPTP Server Access: % & & 7 PPTP k%8s, ZINRERH Tk B ) M1
PPTP Uilali&aK, XFE—AN IPRsr 8 24852 2 4~ PPTP &85 K .
Limit L2TP Server Access: 2% #5837 | L2TP AR5 2%, iZTh ARSI 7Sk | M 1) L2TP
PGSR, X [E—A PR AR 2452 2 4> L2TP &K
HEEH

2% 0] MR TG Internet R H &, AR ENFLEL.
HE

A&
A% @ pm O=zH
A (18 ]
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IR

R

EFY =H v
1SR BHR v
B BR v

HULLE 3 Wi Bk AR, XM R SOl R AR HE R, FRNAILR.
EAHE
TR B i & AT NI H 3, BariE N H R

EAHER
153.60,49.59 LICP 4000 fccepted
1583.60,49.59 LIDP 4000 Accepted
123.58.182.252 TP G54 Accepted
123.58,182.252 TCP 3a54 fccepted
123,58, 182,252 TP Ja54 Accepked
123.58,182.252 TCP 35584 Accepted
123.58,182.252 TP a5 Accepted
123.58,182.252 TP a5 Accepted
123,58, 182,252 TP a4 fccepted
123.58,182.252 TP Jag4 Accepted
155.60,49.59 LI 4000 Accepted
183.60.49.59 (N 4000 fccepted

EHAE
PR B A8 Bl A AR H &, g H A R .
b HE%
BRI ST
192.168.1,163 122,228,241.6 LoP 8000 Accepted
192.168.1.163 123.56.152.252 TCP v Accepted
192.166.1,163 123.58.152,252 TCP o Accepted
192.168.1.163 £1.163.55.217 LoP 8000 Accepted
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H) Internet 1 ] SR o

o R
B

s
SRHS ST | ]

OF -7 TEME R BRATIRTE st Intern e bl
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BUG AT AR FLE IR AR S5 s dn SRIE B ik 87, g BEL 1A o A i T) B Ko AR5 118 DX 3 P U
il 28R LA B 10 2% Internet 15 1) SR ik S84 € (1) PC E4F 2 I 18] Be U7 7] (1Y) Internet 55
SKG: 12 T LA 310 4507 M) SRIE o i HIBRELMIBR — 25 M, Bl Ao i B4R el 52
BIHRMELEIR .

REF: 8 B — 25K .

SR ZHR: BN AZ NI SRS I — 2K

PCs: izt~ HH T-4mi % Fumslde, Hng R0 abreixg £ 1) PC AL,

%
BX 5= i~ A= = 5 TSk A
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i URLH s Webih &

B R TR Web®h =

B URL bk Web 3. fm] DUE H A 9 URL SR 870 W3 17 17 -
R E B Web v 0T LUEIE B 57 Web BT H 1 G H 7R BB HL A9 17 1]

EPRRlE

BAEPRMACIERE » #8303 & 200000 X000 XXX

MAC 01 | 00:00:00:00:00:00/
MAC 02 | 00:00:00:00:00:00]
MAC 03 | 00:00:00:00:00:00]
MAC 04 | D0:00:00:00:00:00]
MAC 05 | 00:00:00:00:00:00|
MAC 06 | 00:00:00:00:00:00]
MAC 07 | 00:00:00:00:00:00]
MAC 08 | 00:00:00:00:00:00]
SAEFRBIPAL
IP 01 192.168.1] D
IP 02 192.168.1 O
P 03 192.168.1] 0
IP 04 192.168.1] 0
IP 05 192.168.1] D
IP 06 192.168.1, 0
BAEPROIPHE |
IP3EE 01 | ol ol o[ o~ o o o] o
IPFEE 02 | ol o[ o o o o o] o
R
A3 Internet 1y I 3%
1. MInternet 5 il SIS f 5 L L £ — 2%
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FE I R AL 7 BUH S\ SRS A4 5K o

b s PC FIZRMEHL, HMBLPC BRI, AR IZ#I R PC, " LU MAC
Mokt sl PC HihbokiEE PC. WIR A BIX —Hu N 2 —4 PC, MW DU A —4 IP
WhbvaE, SEROTH SR, Rl RAFBE”, RAEPTEREE, B0 oy BUH esh”

Bk, SERBHUR KR —% M.

T 78 X 2% SRS AR AN (8] o M REIX — SRS A2 B AR H R i e 50 R, 2 Je N IX
— RS AR BARI BB, B 24 /N,

AR LA R SR VEVT IR RS E URL bk, U URL k" 5% 120 F) S 5~ B A
BN —> URL Hihik.

AR SR ARAE 4 B R o i) R A B R, U X 3k S B 55 1 R SRR T BN i
NEE R

B ORAT 1 B HE R PR AT SR A 227, SR HRTE ) SR R e B, O Bt B s
2

BROANSEmS MU L S EO B8, QR I S BN S A TR A", 2 AT K SIS DR AT
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gk, WHZ RS 5 R1T

R A S B R ORFF I Bz AT, S P e 4% FL A B 1 4 S 4 S B0RK e A B
IR, BREAR KRG, WARE HBNED NTP B RS, )55 22 A R B ] DA
TRAH G H4 I Bedzs i D RE IE I 3AT

3.3.6.2 URL &

SR AR BE 1 I e 2 P v 7 1) 2 A A AR 44, 1 a0 wwwe.sina.com . 1] DL URL i

TEDNAESEHL -
URL &L 3E T 5E
Uit ESE
URLTHEThER O grE © =@
wE | AEEHE TANREES v |

| 1 WWW, i3, CO

) ks -
por et URL [+

REZFE U TRMEMIE: X eirys A ILACH URL ik
EFFFEUT R ML R & 5 e ORI R 2 ik, 2558 5T HAR 9 URL

Hidl.
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L SR AR FH S e R A E I B 2SN Internet, EUEFHIESKRE Internet ff3E L%
£, AL e g S E .

BiEmE

BREETE  gm O =g

o EEme TANRSET v
BHARE. &0 TEaEDRE.

K&

EZFAFEUTHANBEIER: 570 A E SN EE S, Sl At s .
REWAFE AT RN KB R BT & A SO a8, &30 I Hopt i 2ol
fil.

a3.0.8.0/0 I- 65535 a3.0.0.0/0

outout

B R R 713 2 ) L BE (L SE RN o dn SR B B b 2 — T, rpot
LI, FRa) e MR A, SR A R R R T

A N EEHL

FE HA v

s [ TCP/UDP (v

93 [ 1}[ess3s]

B | of[ ol ol of| o

fzah | o] of[ o[ o 4
Y e 32 R

W0 E E SO R e e 1, B, " R, " B MR A2
Z/DIHE T,
75 [H]
Input: s EM WAN 03] LAN
Outpu: %z M LAN H%] WAN [
I ER e RN it
T O B A s 1 .
B Hom H e HoE e B 1
Wbk B YR 1P Hidik.
H bk AR R IP k.
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3.3.71 wmO¥X

I VR T8 W% A SEIRSS, i web IR S5 %% . ftp k45w B oAl 5 ) internet
N &I Internet R FEF 548 internet 7 5] S48 FH 2 B8 BAEAA] S FH AR ) o

mO¥%E
B

SLUFRIBIPTEE | FiEH
\web | [tcp &| | 1o2e8.8.11] | somn| | tszasmitaz| | s
Ftp | [FER | weasssaz] [ 24 [ asmissuaz] [ oz

PR 15N R P AR A 7 B R R 7 1 4

P AR R UDP 803 TCP M , Wi v IR I 1% £ 75 Fh ip s o
RFHIR IP B/ : 7EiZA2EN Internet FH 1 1P Hibk.

ReWRNG O TEZAEIE N B IR S5 B A8 A I 00 o 1 5 o

IP #iuht: H AN EAELL internet FH 7 i) I AR 5528 140 P X 1P Hbudik o

B B O 7E %A% AR S5 B A5 A 0 P9 o 1 9 5 o

JBR: PR FTHE, BRERTE NZ g D RIS . SRE T E N CRIERD.

SERITH SR, Pl RAFRE A, RETERE, B0 o B esh i
RECH MBS, WEEEAT AN, FEAER, A EE

3.3.7.2 wmOBEEX.

BELE RN R Py R RE BOR R R 1A 0 1 i B 4 B IE W32 4T, M Internet & HX 24N
FIVEH A5 RN, B8 H1es 2R X e 8dls A R B E 0TS T2 4075 8, 7T e 2N o 1
2 R ASCBR 1 LA P R iy 11 b, G SRS B i e o, S WU e P SR A AE
I 2 FH 2% 1 9 o

& O EEE

web-tFtp | 19z.168.1.16]
| | | o] | | 0.0.0,0] F

RLFRERF: 72N R PR A1 7 B A A R IR (144 55
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Ja R EBERHE, R E X Z im0 ERRS . SEIE NZER CRIER.

SERII SR, ParRAFRE A, RETERES, B0 s BUE Bsh i
REGHES, WEME AT AN, HAER, MRS

3.3.7.3 DMZ

DMZ fig o VF— AW - 285 T Internet, MTfIAE A€ iRk %% . DMZ EWLIE IS 7] —
& RN R T Bsm 1, ROy R A AT T, B bl D 86 A B8Oy 224, T DMZ
EHUMAT A 13m 1, (ETH5E L8R T Internet.

FEHK (DMZ)

DMZ

oMz ® BR O A
DMZEHLIPHLAE 192.168.1, | 160]

LA H DMZ Dhfig, 1EFEH, ZJEEDMZ TN IP sk Bl A tHEHLR 1P Mk .

SERITHEEUE, Pl RAFRE A, RETERE, B0 o B esh i
RECH MBS, FEEEAT AN, FEAER, A EE

3.3.8 QOS kKE

3.3.81 EXK

) QOS Bhfign] LA73 sl PR A% A0 R i i, IF Hol UONKRE (1 iP 5% MAC 75 it
(N

QosEH

FBos ® BR O =R
0 [wan v |

R RS HTE v |

b4 (kbps) [ 1000]

% (kbps) | 2000

J:ﬂ% (kbps) A H AR Heds EARIHTTE, AESEPRE/d, — RO IRBT A KRR
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3.3.8.2 4%

Netmask R 5EIG P
MetmaskibSE B
F TS — T HESER
Fl 182, 168.1.1/24 [Exempt C TEEFR) v
O 182.166.2.3/24 |standard CHFHE) |
O 192.168.3.49/32 [Express (#h56) ¥
O 192.16.4.5/32 [Buk {8 I |

of[ o[ ol olf[ o

&R LI —AN5E 1 1P Hidik B0 1P S L BTG U B 48 o R ST

MALBER: ARG T ALY, H A2 RS go sy T3 b A i sk gz 4t
HABPUFAR S5 0 N Ehsed% (Premium). {4 (Express). #rift (Standard). 1%
(Bulk).

M. AERZIR (Exempt) HA IR, HiH
b PO AR R ¢ R U T A :

W AR A YO8 Max_Up, F#EEHT %6 8 Max_Down, “QOS % &” 1) EAL RN
Uplink, T %% [ il & Downlink, A~ 5% [R 1) 20 % 3 19 ¥ & i % 5 Exempt_Rate_Up #I
Exempt_Rate Do.

M HABAR S g 5 EAE 959 mini(Max _Up— Exempt_Rate_Up, Uplink);

HAbAR 56 20 FEAE % N mini(Max _Downlink— Exempt_Rate_Do, Downlink).
HAK MRS
TEAN 52 BR (R B0 I I8 56 2 5 5 FR 0T 4% PR B BB A DU b A0 5 20 ) B0 AR AR — 7 T B
B2 Te, RV 42 Y A% 55 5 1000kbps, R4k 1000kbps, I A VU4 BdE i, HARSE
ol mtR e, ok bk 1%, A SRR LA T LT

Efhseg: (7511000 * Uplink ;  (75/100) * Downlink
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